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. S1.220f2018
ELECI'RONIC TRANSACI'IONS ACI'
(Cap 263)

Electronlc Transactions (Amxlng Dlgital Signature)
Regnlations, 2018

In exercise of the powers conferred by Section 9 of the
Electronic Transactions Act, the Vice-President acting as the
Minister for Information and Communications Technology
hereby makes the following regulatxons — .

1. . These Regulations may be cited as thé Elcctromc
Transactions (Affixing Digital Signature) Regulanons, 2018.

2. In these chulanons, unless the context otherwise
requires —
“Act” means the Electronic Transactions Act;
“e-service” means ah online version of a service
publicly -available on ‘the Internet whereby all

) interactions are electronic in nature and a valid
transaction is possible; B

“printable format™ means an electronic document

format that can be reproduced on paper document
and that is human readable;

“RFC 3161 Standards” means an Internet
Engineering Task Force standards that describes the
format of a request sent to a Time Stamp Authority
and the response that is returned, including the
establishment of several security relevant
. requirements for Time Stamp Authority operation,
with regards to processing requests to generate
responses;

Interpretation
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Electronic
docurnent

Msecure digital -signature” means the digital

- signature produced and attached to the electronic
documént ot tecord, which is made or certified using
a digital signature certificate from a Certifying

. Authority which'is secured and recognised by the
Controller of Certifying Authority; :

{eve s oo Pt it e e b v
“Time Stamp”- means ithe process of securely
keeping track of the accurate creation and

,::s 10 v modifi catxon timesofan elcctromc docurnent
MIETRRIE, THIN IR PUIALL TR Y A et
vaolegui*Time Stamp Protocol” means the cryptographlc
procedure for cettifying time stamp using X.509
certlf' cates and Pubhc Key Inﬁ'astmcture

.l Ctoa

3 L. F or the purpose of these regulanons the e]ectromc

e 1,

" version of a document shall be considered equivalent to the

nevitweasl printversion ofthe document ifthat document— -

4, @) c.ontains‘ the same data as the printed version;
.“'!.a‘ﬁd 1 « ddtr LT

(b) 1s human readablcby the followmg means —

.,..
~ o~
e "‘

- ( i) usmgapnntable formatwbxchcanbeused
’ to produce a printable version of the
390! o101 - document and the printable version of the
R A e, ¢ -document shall allow identification and
access to the corresponding or originating -
of the electronic version of the document
e bythefollowmgmeans—
A T CTe gy
SRS (a) an alphanumenc reference entered
a1t naibelu lu""'t into a software application or online
teevalyy vt o2 | e-service facility to access the
Sollacno oAy £gr electromcversmn,or
,hhfrj 01 el2vupoy LMers )
“(b) a valid Umforn Rcsource Locator
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entered in an internet browser to
access the electronic version; or

complementing one of the above
options, provided in sub-paragraphs
(i)(a) and (i}(b) with a bar-code, dot-
code or Quick Response Code or
other machine readable format that
allows the automation of the
assessing and reading of the
reference to the electronic document;

- or

" (i) provides the person access to a software
_ application or an online e-service facility

that allows the display of the content of

the electronic document and to have

access to the information content of the”
document. (

'd

4. A digital signature certificate shall represent

unequivocally the digital identity of a natural or juridical .

person, and shall be considered as a recognised digital
.signature certificate, generating legally binding digital
signature, which shall comply with the requirements provided
in the Part VII of the Act and technical standards set out in

Schedule 1.

5.(1) A secure digital 51gnature shall comply thh the
following requirements —

(@) it is generated using a Public Key

Infrastructure and the digital signature
certificate, ensuring thatitis —

() uniquely linked to the signatory;
(ii) capableof identifying the signatory;

: Dlgxtnl

signature
certificate

Secure digiral
signature
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(m) created using means that the signatory can
- maintain under their sole control;

- {iv} linked to the data of the electronic
. document or record to which it relates in
such amanner that any subsequent change

. inthedatais detectable. °

(b) itiscreated in a manner that reasonably ensures

the control and consent of the subscriber in the

- generation of the signature and in particular it
shall be ensured that the subscriberis—

(i) aware of the contents of the electronic
document being signed;

(ii) explicitly allow to use the Private Key
v, " linkedto the digital certificate.

(2)' A verifiable Time Stamp shall be included in the
digitally signed electronic document stating the exact date and -
time when the digital sxgnature is generated and the Time
Stamp may be generated using —

(a) the standard protocols and formats defined in

the RFC 3161 that is the Internet X.509 Public

Key Infrastructure Time-Stamp Protocol and

the Time Stamp Authority issuing the stamps is

- recognised by the Controller of Certifying
Authority; or ’ (

(b) if a Time Stamp Protocol serviee is not
- "available, the system time of the computer is
used to generate the Time Stamp.

(5) The Controller of Certifying Autho.rity may
establish, in consultation with the Minister, administrative
directive, to allow the mandatory usage of recognised Time

_ Stamp for digital signature, using the RFC 3161 Standards.
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- 6. (1) The validation of a Secure Digital Slgnatu.re shall
include the following checks —

(a) Intcgrity Validation, to ensure that the digital
signature corresponds to ' thé - attached
clectronic document, has not suffered any
modification smceitwasmade, ' .

' = (b) Certificate Chain Validation, to ensure that the
certificate used in the generation of a signature
was valid, at the time of the signature and that

. the time is the one represented in the Time
’ Stamp attached to the signature, ifavailable.

(2) The Validation Check of a signature shall provide

thercsultin the following manner —

(a) by an mvahd response indicating that either the
signature format is incorrect or that the digital
signature value fails the verification checks;

(b) by an incomplete validation response
" indicating that the format and digital signature
verifications have not failed, but that there is
insufficient information to determine if the
electronic signature is valid;

-

{c) by a valid response which indicate that the
- signature has passed verification and it
complies with the signature validation policy.

(3) The digital signature certificate used in the

generation and verification of a secure digital signature shall -

be from a Certifying Authority recognised by the Controller of
Certifying Authorities as provided in Part VII of the Act.

(4)‘ ‘A secure digital signature complying with the
requirements specified in this document, shall be considered

Validation of
a secure digital
signature

¥
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digitally
signed

Requirements
for recognition
of Certifying
Authority

legally bmdmg and having the same vahdlty as a manuscnpt
i 7., ., For the purpose of these regulations, a secure
digitally signed document is an electronic document that
includes one or several digital signatures, which shall comply
with the following requirements — - ‘

(a) that the electronic signature inserted in the
‘document is a secured dxgltal signature, as
specxf' ed mregulatlon 5;

-

*r + (b) that it extends to the properties of a digital
© * ' document, as defined in these regulations, in
suchaway that— '

(i) whentheelectronic documentis displayed
by a software application or online e-
" service, it provides the means to validate
the signature of the document, including
. the verification that the certificates used
for the signatures were valid at the time

the signature was generated;

. (i) whenthe electronic document is printed, it
~ provides means to retrieve the electronic
versionand verify the signatures.

(c) that a secure digitally signed document
contains information required to validate the
digital szgnature as provxded inregulations 6(1)

“-oand(2).

8.(1) The requirements for the recognition of digital
certificate by the Certifying Authonty shall be such assetoutin
Schedule 2.

(2) For the purpose of these regulations a locai or
foreign Certifying Authority shall follow similar requirements
prov:dedechedulez
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For Digital Certificate to be recognised, the following established -

standards are required— . , J,~ T BT VNI SRTRN
RIS N
(1) that the Digita! Ccmf catc used is comphant to the International
Telecommunication Union-T Standard X-509, in particular it.
includes a unique serial number and sufficient information to
validate the certificate including the issuance of the expiry date,
time and revocation checking information; )

(2) that the Encryption Algorithm used is Rivest Shamir Alderman
compliant, with a key length of at least 2048 bits, and not greater
than the key length of the issuing Recognised Cerufymg

" Authority; and

. (3) that the Hashing Algorithm is a Secure Hashing Algorithm -2 or
higher or otherwise an algorithm or system expressly recognised
by the Controller of Certifying Authority.

SCHEDULE 2
(Regulations 8)

Requ:rements for recognition of dlgltal certii'cate by the Certifymg

Authority are as follows —

~

-

(l) that the certificate issued complies with the technicél
specifications providedin Schedule 1;

(2) thatitisavalid Web-Trust or equivalent industry accreditation;

(3) that the Certifying Authority implements, after having a specific «
agreement with the Controller of Certtifying Authority, a
_ mechanism to securely export the database of issued certificate to
. the Controller of Certifying Authority or provide secure access to

any pre-existing database as and when required;
] -
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(4) thatthe Electronic Transactions Act ‘Compliance Questionnaire for
Certifying Authority is completed by the subscriber and

¢ . submitted to the Controller of Certifying Authority for .

veriﬁcation; and

(5)- that the Electronic Transactions Act Compliance Questionnaire is _
assetoutbelow— :

¢ ‘ b . . .



